
THE INFORMATION GATEWAY
INFORMATION FOR STRATEGIC ADVANTAGE

White Paper
Authors: Richard Matthews and Rob Edwards 

Editor: Martyn McCaig 

This paper provides a set of steps that can be taken to ensure that an
organisation is able to exploit its information assets for strategic
advantage. The steps discussed here will enable the development of a
culture where information is valued and, through proper management,
ensure that the information assets can be exploited  for strategic
advantage. This approach does not guarantee that the correct business
decisions are made - simply that the decisions taken are based on
reliable and consistent information. This would facilitate a significant
step forward for many organisations across different sectors.
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INTRODUCTION
1. Define an Information Framework
The framework is the foundation and blueprint for the
organisation’s information architecture. An organisation
must understand what information is at its disposal before
being able to manage it. The Information Framework
identifies the policy, roles, standards and technologies
required to gain strategic advantage from information and
is aligned to the business goals and drivers. 

2. Develop an Information Culture
The organisation becomes aware of the value of the
information that it already has and, based on the
Information Framework, representatives from across the
business champion the meaning of that information.
Instilling such a culture ensures that members of staff at all
levels recognise the value of recording, classifying and
publishing information that is of value to the organisation
and the necessary processes to support this are made
available.

3. Implement Design Standards
The design standards required have already been identified
from the Information Framework. This step is concerned
with the creation and implementation of those design
standards by the Information Specialists. Typically, the IT
team leads this with considerable input from the Business
Information Stewards and other business representatives.

4. Design & implement the Technical Infrastructure
The fourth step addresses aspects of the technical
infrastructure required to support the target Information
Framework. Where possible, existing technology
components are re-used and complemented by the
implementation of new technology. The functional design
component of this step can run in parallel with step 3 – 
the design standards definition. 

5. Manage the Information Assets 
Having established the fundamentals of a culture where
information is valued and having put the design standards
and technical infrastructure in place, the next step is to put
into operation the people, processes and technology
required to capture, refine, distil and distribute the
information. Many of the processes required may already
exist as separate functions in the organisation but they
must be harnessed as part of a single approach to
Information Asset management.

6. Exploit the Information Assets 
This final step enables an organisation to pass through its
Information Gateway. Individuals and groups within the
organisation can use the information assets available to
make informed business decisions.

The Information Challenge

‘Knowledge is power’. This is nothing new – it is simply
that many companies seem to have forgotten the value of
a unified view of information within their four walls and,
more importantly, how to manage and utilise the
information to best advantage. All too often, critically
important information that underpins core business
processes (such as customer service) and effective
corporate performance management is disjointed,
disconnected and scattered through departments 
within organisations. 

There are numerous high profile examples of failures in the
management of information, from both the private and the
public sectors, that have had very serious results, most
recently:

> The Enron affair and the collapse of one of the world’s
leading accounting firms - Andersen

> The findings of the Bichard Enquiry into the deletion of
information concerning Ian Huntley by the Humberside
Police Force

> The death of two pensioners from hypothermia
following the disconnection of gas supply without
notifying social services.

The Enron affair has resulted in a change in corporate
governance as directed by the Sarbanes-Oxley “Sox”
Act. The latter two examples, the responsible parties,
having initially sited compliance to the Data Protection
Act (DPA) as the barrier to sharing information, later
conceded that it was not the DPA that was at fault,
rather the processes governing the management of the
information.

The answer to this problem does not lie solely in technology.
In fact, technology applied incorrectly can exacerbate the
problem by resulting in even more incorrect and out of date
information circulating within the organisation.

Putting aside information technology issues, there are a
number of contributory factors that make the governance
and availability of information an even bigger challenge.
These include compliance with statute (Data Protection
Act and Freedom of Information Act), organisational
changes and company mergers and acquisitions. Finally,
to compound the complexities of managing an
organisation’s information assets, a significant amount of
corporate information is not held electronically. For
example, information is retained on paper, on microfiche
or is simply not recorded at all.

The answer lies in establishing an integrated information
framework within an organisation that provides enough
rigour to bring order to an organisation’s information
assets and also the flexibility to support both rapid
business and technology change.

Meeting the Challenge
The key to unlocking the true value of information within an
organisation relies on the organisation crossing its
“Information Gateway” – the point at which an organisation
is able to gain strategic advantage from its information
assets.  This relies on an organisation being able to define
and manage its information assets and, more importantly,
to develop an ‘information culture’ i.e. a culture where the
right information is made available to the right people at
the right time. 

In order for an organisation to make the transition to such
a culture and cross the “Information Gateway”, it must
undergo the following steps: 

Figure 1: Signpost to the information gateway
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1. DEFINE AN INFORMATION
FRAMEWORK

The first step towards the ‘Information Gateway’ is to
define the Information Framework. 

The Information Framework provides a unified view of all
the components required for an organisation to exploit its
information assets successfully. It seeks to use existing
knowledge within an organisation and is independent of
a particular industry type or organisation structure. The
objectives of the Framework are as follows:

> To be the cornerstone of a ‘joined up’ information
strategy, i.e. a strategy that delivers a single unified
view of structured and unstructured information across
the organisation. 

> To establish a set of corporate design standards
bridging the structured and unstructured views of
company data, utilising best practice methods and
tools as appropriate to the size and complexity of the
organisation – i.e. it can be tailored to specific
requirements.

> To identify organisation wide Information Management
roles and responsibilities 

> To identify or determine the existing or new technology
components required that enable data collection,
management and sharing.

When tailoring an Information Framework for a particular
organisation, there are three factors that should be
considered: understanding who and what (people,
process and technology) is there; knowing what is
needed; and identifying what is useful. Once these have
been addressed, the Information Framework can be put
together.

The diagram (figure 2) below is an illustration of a typical
Information Framework for an organisation that has both
structured and unstructured data. 

The following is an explanation of those components
that you would typically expect to see in an Information
Framework .

Figure 2: The Information Framework

Information Management Policy

At the centre of the Information Framework is an
‘Information Management Policy’. The policy is the
cornerstone of the Information Framework as it underpins
every aspect of the governance, management and
dissemination of information throughout the organisation
and beyond. The IM policy should provide, for example,
guidance as to the organisation’s implementation of statute
(e.g., Data Protection and Freedom of Information Acts),
quality assurance, data management and retention policy,
compliance with industry standards and organisation rules
governing access to information.

The Information Management policy should be used by the
Information Specialists and other interested parties as a
key reference tool. Different elements of the policy may
also relate to different departments or people in an
organisation.

Information Specialists

The Information Specialists are those individuals within the
organisation that play a role in the design of, or
management of, information.  Some of these roles are
drawn from IT and others are drawn from the business.
Many of these roles may require full time investment from
individuals whilst other roles may compliment the existing
roles in the organisation and could be fulfilled part time.
These roles typically include:

Information Architect: The individual who is responsible for
the overall design of the framework and its components.
Typically this is someone from IT.

Business Information Stewards: Representatives from across
the organisation who are responsible for business data
definitions.  Such individuals are key to the establishment
of the Information Culture as they are the champions of
change within the business.

Information Scribes: Individuals who are responsible for the
categorisation and dissemination of unstructured and
semi-structured information as it enters the organisation.

Records Manager & Archivists: Individuals who are
responsible for the management and archiving of records
and documents.

Web Content Manager: An individual who is responsible for
the management and publication of information (content)
on an organisation’s internet and intranets.

Web Content Authors: Individuals from within the business
who are responsible for the authoring of content to be
published on the web (intranet, extranet or internet).

Data Modellers: IT specialists responsible for the logical and
physical data models that are used in the design of
transactional databases, data marts and data warehouse
across the organisation.

Information Taxonomists: IT specialists responsible for the
design of the unstructured and semi-structured information
classification and metadata.

Figure 3:  Information Specialists

The left hand side of the
model focuses on
components required for
the management of
‘structured data’ assets
(i.e. data within systems).
The right hand side of the
model focuses on the
‘unstructured data’ & ‘
semi-structured data’
assets. The dark blue ring
represents the information
access layer. The layer is
based on technology
enablers (primarily a portal)
rather than models or
standard

Structured Data Documents, records
and content
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Technology

The Technology layer details the IT applications that are
used for the physical storage and management of data.
These applications typically include:

Corporate and Line of Business Systems: Systems that
support the financial, resource management and the
delivery of specialist services within the organisation

Knowledge Management Systems: These are systems for
supporting and enforcing processes in the front office.
Using case based reasoning, the system guides the user
through a process, prompting for and capturing
information.

Electronics Records & Document Management System: This is
a system that allows you to acquire, process, store and
archive semi structured & unstructured content. This
system will support electronically stored, case file
information sharing.

Content Management System: A system for creation,
approval and publication of information for the web
(intranet, extranet, internet).

Enterprise Search Engine: This is a facility for searching web
content managed in the Web Content Management
System and the Electronic Records and Document
Management System.

Metadata Repository: A data definition catalogue (i.e. definitions
of business terms, explanation of how particular financial or
performance measures have been calculated, etc).

Data Warehouse: A central, consolidated store of historical
transactional data, reference data (dates, locations, etc)
and higher summaries.

Management Information Systems (MIS) & Corporate
Performance Management (CPM): Tools to provide insight
into the performance of the organisation based on
performance measures.

Information Access

This is the final layer of the Information Framework. 

Portal technology can provide simplified and unified
access to information held within different systems. Portal
technology, coupled with single sign on functionality allows
the organisation to provide information electronically
through a single interface, controlling what information is
made available to the internal and external audiences (i.e.
customers, partners and staff). For applications that are
not compatible with a portal, the native application user
interface will have to be used. 

The key to ensuring that information delivered through the
portal is consistent is to use the common business
language – as determined by the standards.
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Standards

The Information Standards form the basis of the
organisation’s understanding, use of and management of
the information assets. One of the key features of the
Information Framework is that it combines standards
applied to both structured and unstructured data.  By
considering the design standards together, it is possible to
ensure that those standards are consistent. 

The information standards are typically a set of designs
such as:

Conceptual Information Model: A conceptual view of key
business data within the organisation. The model is used
to clarify key concepts and key relationships between
those business concepts. Typically this would be a
standardised industry model.

Enterprise Logical Data Model: This model provides a
standardised representation of the structured business
data and relationships between the business data across
the organisation. The model provides data definitions and
meaning. This is the basis for all other data models within
the organisation. The model provides a common reference
for naming conventions to support the integration of
applications.

Application Data Model: A data model to support a specific
application (e.g. the CRM system), based on the
Enterprise Logical Data Model.

Enterprise Data Warehouse Data Model: A data model used
for the design of the enterprise data warehouse and
supporting data marts. The EDW data model is based on
the Enterprise Logical Data Model.

Data Processing Guidelines: Documented rules and criteria
that set the standards for data manipulation both within
systems and between systems. This is particularly
important when an organisation chooses to implement a 
middleware based technical infrastructure.

Case Study 1: Public Sector - Local Government

An Information Framework was developed to assist in the
shaping and definition of a local borough’s council IT
Strategy. The framework was used:

> to identify the components required for a holistic view of
information across the council.

> to identify how existing local government data standards
(the Local Government Category List LGCL – from the
LAWS national project and the Government Metadata
Standards – GMS) could be incorporated as part of the
council’s information architecture. 

> as a tool to assist in the communication the proposed
information architecture to the wider council.

Metadata Schema Standards: The schema for the
application of additional information to semi-structured 
and unstructured data.

Information Taxonomy: The unstructured and semi-
structured data classification design. An enterprise wide,
standardised combination of the Metadata Schema
standards and Information Taxonomy are fundamental to
enable the search of electronic documents, records and
content across the different systems within the
organisation.

File System Structure: The design of the electronic file layout
for the storage of unstructured and semi-structured data.

Records Management Policy: The policy that determines the
management of records. The fundamentals of the Records
Management Policy are drawn from the Information
Management Policy but embellished with significantly more
detail concerning the processes around access to
information and the retention policy.

Figure 4:  Information Standards Figure 5:  Technology and Information Access
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The cultural aspects of the exploitation of information are
often the hardest to address, as they are dependent upon a
change in individual and corporate behaviour. The objective
of this cultural change is to generate a climate within an
organisation in which individuals share and make use of
information resources. There are various aspects to this:

> Firstly, an organisation needs to ensure that the data is
captured. 

> Secondly, the data needs to be captured in a way that
can be readily made available to others with the
technology available. 

> Thirdly, individuals should be made aware of the
information that is available to them, understand its
importance to the organisation and how to record it,
classify it, publish it and access it.

> Fourthly, individuals within the organisation need to use
the information to assist with the decision making
process.

To address these four aspects, we must look to the
Information Framework. Firstly, individuals should be
identified to perform or support the specified roles (the
Information Specialists). Once those individuals are in place,
attention must be turned to the creation of an Information
Management Policy (assuming that one is not already in
place) and the supporting standards for both structured
and unstructured data (where they do not already exist).
One very useful tool that can be used to agree common
definitions of business terminology and relationships between
these definitions is an Enterprise Logical Data Model.  

When addressing the practicalities of mobilising the
Information specialists within the organisation, a balance
must be struck between centralising control in a central
Information Management Organisation (responsible for
setting standards, ensuring compliance to the information
management policy and promoting the sharing of
information across the organisation) and the requirements
of each department within the organisation to manage and
exploit its information assets.

When promoting an Information Culture within an
organisation, it is the value of information that must be
emphasised to the wider audience. To be able to do this
requires champions from across the business (one of the
roles of the Business Information Stewards) to promote 
this message. 

However, individuals’ awareness of the value of information
is not enough to enable an organisation to gain strategic
advantage from its information assets. Good decisions are
based on complete and accurate information, which can
only be obtained by having business processes with the
triggers to elicit the necessary data, underpinned by the
technology required to capture and store the data, which in
turn are dependent on corporate design standards

Case Study 2: Finance Sector- Building Society

As part of an initiative to create a standardised set of
business data definitions that could be used across the
organisation, an enterprise logical data model was
developed. To validate the business entity definitions, a
group call the Business Data Management Group (BDMG)
was created. This group was comprised of Business
Information Stewards - members of the business
community that were willing and able assist in the
definitions of standard business data entities.

In the early stages of the enterprise data model design the
stewards met very regularly. Once all the primary business
entities had been defined the group met less frequently -
no more than twice a month.
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2. DEVELOP AN INFORMATION
CULTURE

This step is concerned with the creation and implementation
of the design standards identified in the Information
Framework. The standards cover both the structured and
unstructured data. 

The cornerstone of the structured data design is the
Enterprise Logical data model. The model provides a
standardised representation of the structured business data
and the relationships between the different business data
across the organisation. Similarly, the standardised view of
the unstructured and semi-structured data within the
organisation is dependent on a corporate information
taxonomy and metadata schema. Business representatives
and technologists can use these models, facilitating a
common understanding of business concepts and providing
a business language.

Although every organisation has its own specialisations,
there is a considerable degree of commonality in the data
within organisations in the same industry. This has led to the
creation of standardised industry models. Such models are
typically at a conceptual level (i.e. the fundamental business
concepts are modelled). These models are represented in
the Information Framework as ‘Conceptual Information
Models’. Using these models as the basis for the
organisation’s design standards brings two principal
benefits:

> Firstly, when sharing information with other organisations,
the meaning of the data is standardised.

> Secondly, software vendors can use the models as the
basis for software development, enabling that technology
to fit more comfortably into the organisation’s application
portfolio and simplifying integration (at least from a data
perspective).

Depending on an organisation’s specific objectives, there are
many other design standards that will need to be
considered (for example, data sourcing guidelines when
implementing a message based architecture or a data
warehouse, or guidelines for data retention and archiving).
The importance of these enterprise wide data design
standards are fundamental in driving the use of a common
business language across the organisation, as well as
underpinning the implementation of the technology required
to enable an organisation to exploit its information assets
successfully.

Case Study 3: Telecommunications Sector - 
Mobile Network Operator

As already mentioned, a conceptual information model can
provide a rapid start to the development of an enterprise
logical data model, by providing the core elements of the
model. An example of such a conceptual information model
is the Share Information Model (SID) – built by the
Telemanagement Forum for the Telecommunications
Industry. 

The SID was used as the foundation of an enterprise logical
data model for a global mobile network operator. The SID
provided a number of key business entity definitions, which
were used in the construction of the model (once validated
with the Business Information Stewards).

3. IMPLEMENT DESIGN
STANDARDS
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This fourth step addresses the technical infrastructure
required to support the target Information Framework.
Organisations typically have a range of systems that
overlap and which store the same structured and
unstructured data (sometimes out of date) many times and
in many formats. This is a challenge for an organisation
that is seeking to implement a technical architecture which
addresses, firstly, business demands for improved
business efficiency and customer experience and,
secondly, the requirement for real time access to
consistent information anywhere and at any time. 

The answer to this challenge typically lies in a middleware
based technical architecture complemented by a portal
offering a single point of access to systems and information.
These solutions reuse existing technology components
wherever possible supported by the addition of new
components as required. 

The Information Framework should identify a number of
different technology components from front office line of
business systems through to a metadata repository. The
relative merits of each of the systems depends greatly on
the organisation, but what is important is that the right
systems are in place to ensure that the right data can be
captured, stored and made available as required. 

Fundamental to the design and implementation of new
technology components is the use of the design standards.
For example, the Information Taxonomy and Metadata
Standards are key to the design of a new electronic
document and records management system, whereas the

Enterprise Logical Data Model is essential to the design of
application databases (corporate, line of business and data
warehouse systems).

Case Study 4: Telecommunications Sector - 
Mobile Network Operator

Using Enterprise Integration Application technology and the
Enterprise Logical Data Model (as the basis for the
canonical data model – a physical data model providing
common data structures for the middleware integration), it
was possible to design and implement an application
architecture for a mobile network operator that ensured
that data across a number of systems was standardised
and kept up to date. 

Using the Information Taxonomy and Metadata Standards
as key design inputs, an enterprise portal was implemented
providing employees and customers with a single point of
access to information.

4. DESIGN AND IMPLEMENT
THE TECHNOLOGY
INFRASTRUCTURE

Before the information assets can be managed efficiently, all
the components identified by the Information Framework
should be in place. The objective of this step is: firstly, to
capture, store and refine data; and, secondly, to distil and
distribute information using the Information Framework
components (i.e. the people, processes and technology).

The two challenges that face the management of
information assets are: 

> To ensure the integrity of the data captured and that the
standards and processes identified are followed, and 

> To ensure that the standards remain in step with the
evolving business. For example, if a new feed of web
content was obtained from a new content supplier, the
organisation needs to ensure that the new web content is
managed according to the same principles and guidelines
as the existing content.

Similarly, if an organisation were to release a new type of
service or product or even change the nature of the
business resulting in the generation of new types of data,
adjustments would need to be made to the Enterprise
Logical Data Model (the foundation of all the structured data
models within the organisation).

Of all the steps, this is the hurdle that many organisations
fall at. Many organisations invest in the creation of corporate
standards for data (such as a logical data model, taxonomy,
etc.). The standards are used for a period of time but are
then neglected, not maintained and ultimately discredited as
being out of date and of no use. The failure to adhere to or
maintain standards will very quickly undo any progress
made. 

Ultimately it is the responsibility of the organisation’s
information specialists to maintain and to ensure that the
standards are adhered to both by business departments
and IT. It is only by effective information asset management
that accurate business knowledge can be gained.

This final stage opens the Information Gateway for the
organisation. The information specialists, technology, processes
and policy are in place to manage the information assets. 

In this final stage it falls to the business community to use
the information provided to the organisation’s benefit. A
common way to achieve this is to use a combination of
knowledge management and business intelligence tools.
These tools are dependent on the quality and reliability of
the information available to them to answer complex
business questions. If the previous five steps have been
followed, the provision, quality and reliability of the
information will not be an issue. 

It is not only the organisation’s management team that
benefits from such an approach. The organisation’s
employees and partners are better informed, having a higher
degree of confidence and satisfaction in their roles. All of
which benefits the customers, raising quality of service
delivered by the organisation.

Case Study 5: High Technology – Hardware Manufacturer

The implementation of a channel marketing system for a
global hardware manufacturer provides an example of a
system that captured & refined data and distributed
information.

The system supported the marketing  

business process:

The system provided a single integrated view of customer
and transactional data by combining data from a number of
difference systems, cleansing the data, using that data to
execute marketing campaigns, place & track orders and
provide business managers with sales reports and analysis.

5. MANAGE THE
INFORMATION ASSETS

6. EXPLOIT THE INFORMATION
ASSETS
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